Abstract-Numerous applications are available on the Internet for the exchange of personal information and money. All these applications need to authenticate the users to confirm their legitimacy. Currently, the most commonly employed credentials include static passwords. But people tend to behave carelessly in choosing their passwords to avoid the burden of memorizing complex passwords. Such frail password habits are a severe threat to the various services available online especially electronic banking or e-banking. For eradicating the necessity of creating and managing passwords, a variety of solutions are prevalent, the traditional ones being the usage of One-TimePassword (OTP) that refers to a single session/transaction password. However, the majority of the OTP-based security solutions fail to satisfy the usability or scalability requirements and are quite vulnerable owing to their reliance on multiple communication channels. In this paper, the most reliable and adoptable solution which provides better security in online banking transactions is proposed. This is an initiative to eradicate the dependency on Global System for Mobile communication (GSM) that is the most popular means of sending the One-Time-Passwords to the users availing e-banking facilities.
I. INTRODUCTION
The Internet has proved to be the fastest emerging medium in the present day for delivering services in both retail and corporate banking sectors [1] . Electronic banking (E-Banking) is one of the significant developments that have revolutionised the banking sector. Electronic banking is defined as "the technology which allows customers to access the banking services electronically like to pay bills, transfer funds, and view the accounts details and advices" [2] . It provides automatic delivery of conventional and new banking services/products directly to users via interactive and electronic communication channels. Electronic or online banking comprises of the systems that facilitate the customers of financial institutions and individuals for accessing their accounts, performing business transactions, or acquiring information on commercial products/services by using a private or public network. E-banking is a standard term that encompasses mobile banking, internet banking, telephone banking, etc. Furthermore, the evolvement of E-banking services using numerous electronic communication channels such as cell phone, telephone, internet, etc. has presented a convenient and feasible way of providing banking services [3] . With the analysis, it has been observed that most of the users all over the world prefer to use net-banking. Fig. 1 illustrates the use of net-banking which gives the fair idea of the popularity of Internet banking among various age groups in the United States.
As per survey 1 , 40% of nationals in America prefer managing their bank accounts online as compared to other methods. About 26% customers perform their banking transactions using mobile phones whereas only 18% visit the bank branches on their own.
Even in Canada, more than 68% of the citizens prefer mobile and online banking. Although online banking is popular, mobile banking is gaining popularity. About 51 percent of Canadian nationals make use of the Internet as the primary banking method which is 4 percent less than the margin in 2014. This is due to the rise in mobile banking among them with 17 percent of the individuals utilizing mobile phones as their principal banking mode which is 9 percent higher than that in 2014 2 .
In India, online banking has brought about a significant change in the banking industry with the introduction of National Electronic Funds Transfer (NEFT), Real Time Gross Settlement (RTGS), Immediate Payment Service (IMPS), mobile banking, credit cards, prepaid cards, debit cards, etc. [4] . There has been a drastic jump in the values of transactions conducted on mobile wallets and PPI (Prepaid Payment Instruments) cards from Rs. 82 billion and Rs. 105 billion respectively in 2014-2015 to Rs. 532 billion and Rs. 277 billion respectively in 2016-2017 3 .
It is thus evident that banking industry has made unparalleled success in delivering its services ranging from telephone banking to computer-based banking applications progressing to Automated Teller Machine (ATM) and Internet banking. There has been a dramatic development in the field of mobile communication technologies with the introduction of WAP, 3G technology, SMS, etc. which has led to the broad expansion of mobile telecommunication. The latest 1 "Survey: Online, Mobile are Most Popular Banking Channels", Aba.com, 2017.
[Online]. Available: https://www.aba.com/Press/Pages/092117ConsumerSurveyBankingPreference s.aspx. [Accessed: 15-Jan-2018]. 2 developments in technology in conjunction with the increased rate of acceptance of mobile phones have persuaded the business enterprises to launch and develop a variety of services via mobile phones [5] . On the same lines, the banking sector resolved to build banking applications on mobile devices in order to provide mobility in addition to the inherent features of mobile technology to their customers which was absent in the conventional electronic banking methods. Mobile banking -a subset of E-banking -provides personalisation, dissemination, flexibility and ubiquity which promises unmatched productivity, profitability and market potential to businesses. Moreover, the users find mobile banking more convenient and feasible on the ground of security and adoptability as compared to the traditionally employed approaches [6] . Furthermore, in India, the Governor of Reserve Bank of India (RBI) is sturdily in favour of making use of mobile phones as devices for carrying out bank transactions. Keeping in view the drastic fall in tariffs associated with mobile phones coupled with the flawless connectivity of mobile and fixed lines, mobile banking has evolved as a cost-efficient banking channel today [2] .
Despite the numerous facilities offered by the internet banking, it is not devoid of shortcomings. The existing internet banking system has been found to be open to the danger of hacking and a range of other attacks [7] , [8] . Although the various attack methods are diverse, the primary objective of the intruders is to acquire confidential information of users, e.g., social security numbers, usernames and passwords, credit card numbers, etc. All these are static credentials, i.e. these do not change. Primarily, the users tend to select passwords which are unsafe but easy to memorise. As a result, these are vulnerable to a variety of attacks such as dictionary attacks. With the current availability of numerous powerful and sophisticated hacker tools as well as keylogger software, it has become an easy task for the intruder to retrieve the password. In the existing system, neither private nor public network is fully secure. There have been numerous events in the past where reputable enterprise agencies such as Walmart, eBay, World Bank, ICICI Bank, etc. have been hacked which resulted in massive loss of both confidential information and property [9] . Thus, there is an urge to adopt a strategic and long-term approach which can meet the much-desired security concerns of the users.
A. OTP Utilization in Banking
With the rapid expansion in computerisation of small and large businesses, authentication is the need of the hour to provide security against the emerging threats. Authentication assures secure online transactions and facilitates the development of trust among the trading partners dealing online [9] . Authentication is a procedure by which an entity establishes a claimed property to another entity. In other words, it deals with testing or verifying who an information resource or person claims to be, which adequately convinces the authenticator that the claimed identity is valid. It is followed by authorisation which evaluates whether the authenticated entity has the privilege to access the resources [10] . In general, authorisation can be referred to as the permission to access and the determination of privileges that an entity has on a system and what the entity is allowed to do with the resources [11] .
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b) Something possessed by the user or a physical item exclusively owned by the user, e.g. a driver"s license, a credit card, a passport, a smart card or an identification card.
c) Something the user is, e.g. facial characteristics, retinal pattern, or fingerprints.
d) Something the user produces, e.g. voice pattern, handwriting characteristics and current signature.
It has been observed that the authentication based only on the first type, i.e. something a user knows (static password) is vulnerable to phishing attacks. Online banking applications require rigorous user authentication. Most often, user authentication is realized by employing two-factor authentication (2FA) technique, which is a two-level security approach --based on something the user only knows, viz. a static password, and something the user possesses, viz. a One Time Password (OTP) [14] . Biometrics is not used for authentication purposes in banking for reasons like cost, reliability, privacy, and complexity. It has been found that the most commonly used authentication technique is based on the usage of passwords as they are easy to implement, convenient, inexpensive and highly adopted by masses but they are relatively simple to be stolen or broken [11] , [9] . Consequently, a reliable and hard-to-crack authentication is needed which can be provided by one-time-password system [15] . One-timepasswords, also referred to as single-use passwords, are dynamic, i.e. these are changed every time they are used. OTPs are considered to be the most reliable variant of passwords and provide an effective solution for security [10] . In internet banking, one-time passwords play a prominent role in providing authentication to enhance the security. OTPs impart an additional layer of security above the conventional static passwords which are vulnerable to replay attacks. OTPs offer immunity against replay attacks as the unique password generated once can never be repeated which implies that even if the attacker procures the OTP, it will be futile [16] . In banks, OTPs are used in conjugation with static passwords which offer a strong defence against numerous online attacks [9] . Regardless of this win-win proposal, the distribution of OTPs to the concerned user is a significant issue. There are certain pitfalls in the existing method of delivery of OTPs particularly in regions like Kashmir where most of the time SMS service is banned. Our proposed work is an initiative to eradicate those issues by putting forward an alternate solution for distribution of OTP to the user. This paper is comprised of five sections. Section 2 discusses the variety of authentication/authorization schemes currently employed followed by the architecture of the proposed system in Section 3. Section 4 covers the illustration of the implementation details of the authentication mechanism proposed. Section 5 provides the analysis of results, and finally, the concluding remarks along with future scope have been elucidated in Section 6.
II. EVALUATION OF EXISTING SECURITY SOLUTIONS
There has been a considerable change in the security means of online banking since the short span it has been in use. Particularly, the authentications schemes utilized in previous systems have been found to be susceptible to numerous attacks like man-in-the-browser, phishing, password sniffing, malware, etc. This section investigates the prevailing authentication and authorization schemes concerning the usability and security of online transactions.
Authors in [17] have set forth a novel two-factor authentication mechanism based on OTP using mobile phones. Two nested hash functions, i.e., SHA-1 and MD-5 have been employed in this system to provide online authentication. In this system, SMS based OTPs are eradicated as OTP is generated on a user mobile phone thus eliminating the use of separate tokens providing usability. However, the proposed system fails to give efficient storage and user ergonomic authentication as the generated OTP is 128-bit data which is difficult to be entered manually by the user.
A scheme has been put forward in [18] referred to as "Infinite Length Hash Chains' to enhance the extensibility and efficiency of the traditional idea of hash chaining by employing public key techniques. In this scheme, the hash chain length has been extended infinitely thus avoiding the need to reboot the system. A one-way hash function based on a public key algorithm provides an infinite source that forms the core of OTP production.
In [9] , authors have performed a detailed study of various authorisation and authentication systems proposed beforehand, with the goal to highlight the numerous issues still prevailing in the existing field. The paper embroils schemes offered to alleviate the number of security threats present in access management both in private as well as public networks. The review has been carried out by categorising numerous authentication techniques and approaches into non-OTP and OTP based schemes. Although OTP based methodologies were found to be more robust in providing the required security than non-OTP-based schemes, all the techniques surveyed in this paper have been found to have some loopholes ranging from the type of communication medium used, to the computational complexity of the technique, to their technical adoptability. Some methods have been found to be costly for the service provider along with the associated customer, hence proving deficient in user ergonomics and obstructing their technical adaptability in general. Many issues have been highlighted resulting from techniques which involve dependency on outside parties, for instance, GSM or certain authorised entities either for OTP distribution or communication with the user, all of them are found to face obstructions. Further, some techniques discussed in this paper have been found to make use of multiple communication channels which burdens the customers with substantial service charges and at the same time have proven to be infeasible. The paper concludes that a major portion of the considered authentication mechanisms was found to be weak in providing security owing to various password generation schemes like MD-5, SHA-1, and AES, etc. employed by the techniques, which have been found to be unsuccessful both in providing strong security and in www.ijacsa.thesai.org maintaining their continual existence as there exists an exponential growth in the network security issues.
A system has been presented in [19] that makes use of OTP as the One Time Key to perform AES encryption along with Quadratic Residue Cipher (QRC). This leads to spoofing of the source IP addresses multiple times, therefore, increasing the complexity required to find the sequence of packets and IP addresses. The OTP and the random numbers generated are transmitted to the user via SMS which poses several restrictions to the client in terms of cost, security and transmission.
An authentication technique based on mobile/web has been put forward in [20] to enhance multi-factor authentication which is used for verification of the user as well as the current transaction. The proposed system makes use of PingPong 128 stream cipher for the generation of OTP keys which are encrypted using Advanced Encryption Scheme (AES). The dissemination of ICs to the end user's device is done by an authorised person via the web browser, or Bluetooth enabled device.
Authors in [21] have presented a novel authentication scheme which generates OTP by using time as well as location information of mobile device. The proposed scheme enhances security by restricting the validity of OTP generated to a confined geometrical location and a definite time-period. The user is facilitated with transparent authentication provided the user moves consistently, hence enabling the user to avoid entering credentials manually every time. This system provides user authentication for accessing crucial online services for instance e-banking transactions and e-commerce; resistance against numerous attacks, e.g., replay, man-in-the-middle (MIM), brute force, eavesdropping, user impersonation and dictionary attacks. However, clock synchronization between server and mobile device is difficult to acquire as mobile phones are likely to go out of network coverage resulting in failure in synchronization.
In [22] , an OTP based authentication mechanism was introduced that eliminates the issue of counter desynchronisation by implementing the one-way hash function and symmetric encryption algorithm. Further, the proposed system has successfully been able to minimise several attacks such as replay, Denial of Service (DoS) and guessing attacks. Symmetric encryption technique, i.e. Advanced Encryption Standard (AES) in conjunction with one-way hash function (MD5) has been employed by the system. The scheme offers easy implementation in current enterprise applications, and server-side security requirements are also minimised.
An authentication mechanism designed for home networks has been introduced in [23] . The framework employs OTPbased smart cards which offer secure authentication. Mutual authentication is achieved using three-way challenge-response handshake. The system makes home networks resilient against various passive attacks as well as phishing attacks. System security is centred on the one-way characteristic of the hash function and a nonce that has been used to thwart the problem of time synchronisation. However, this system fails to protect against numerous active attacks.
A technique was proposed in [24] that extend the password generator to improve OTP-manageability. The proposed system presents better performance in terms of computation cost related to the generation and verification of password in addition to the bandwidth associated with transmission. A Manageable One Time Password (M-OTP) module has been used in this scheme that may be some firmware module or any software program on the user device. Advanced Encryption Standard (AES) algorithm used in this system provides the necessary encryption along with one-way functionality.
A One-Time-Password (OTP) MIDlet has been put forward by authors in [25] that work on the user's mobile phone to provide integrated authentication for various critical internet services. The proposed system uses two different channels, i.e., GSM and internet to send and receive authentication messages. A challenge-response approach is employed by the system for OTP generation. This model uses Java MIDlet embedded on the Java-enabled mobile phone on the user side and an applet on the user's computer to transmit OTP to servlet acting as an authentication server. The fundamental characteristic of the scheme is that it involves closed loop formation among system components. HTTPS connection is used by the authentication server to connect applet and SMS facility provided by GSM to connect the mobile phone. Moreover, the mobile phone needs to possess Bluetooth facility to enter the credentials else the user has to enter those manually.
In [26] , authors have put together the advantages of software as well as hardware tokens by embedding both on mobile phones with hardware Mobile Trusted Module (MTM) enabled in them. This technique offers better usability along with security and scalability options for OTP generation based on mobile phones embedding trusted computing technology. The system presented uses SHA-1 for OTP generation. Two different channels, i.e. GSM network and the internet, used in this system, result in a considerably complex system making it difficult for the intruder to carry out a man-in-the-middle attack.
The limitations as well as the main contributions of the researches conducted by various authors so far in the field of authentication and authorization have been presented in Table I .
As can be observed from the findings in Table I , the prevailing authentication solutions face potential threats and may not be able to support in the long run with the advancements in attacks conducted by intruders and introduction of quantum computing. Other significant issue includes the distribution of OTP via GSM networks which face issues like delay and cost associated with SMS, roaming constraints, weak security, government regulatory restrictions, etc. Also, the existing authentication solutions fail in terms of providing scalability, flexibility, cost-effectiveness, reliability and technical adoptability. To tackle these challenges, the alternative solution proposed has been given in the following section: www.ijacsa.thesai.org Proposed a model that performs hashing using Salted SHA 512, authentication using OTPs, encryption and decryption using AES.

More advantageous and comfortable model to help conquer challenges to online banking.  Validity and dependability of the model was ensured using a password recovery tool.
 SHA-2 has been employed which makes the system susceptible to length extension attacks.  Usage of AES for encryption/decryption.
III. PROPOSED SECURITY ARCHITECTURE

A. Problem Formulation
Short Message Service (SMS) is the most common approach used by the traditional systems to distribute the OTPs to the users for performing online transactions [11] . The 2FA technique based on SMS is the most widely used approach in India, particularly in banks because of reasons like end-device liability and zero logistics charges [34] . However, there are various limitations associated with SMS-based 2FA which are discussed as follows:
1) Delay in SMS delivery:
Though SMS transmission occurs in no time in normal circumstances, there may be a delay associated with the transmission of SMS in cases of network congestion. Since SMSs are not transmitted point to point, instead these are queued and sent to the desired network cell where they are again queued before being sent to the end user. It is this queuing which accounts for SMS delays. This delay may lead to session time-out which may last for few minutes thus impeding the transaction/authentication to happen [35] .
2) Low security:
Various possible security concerns are associated with SMS-based OTP. The SMS encryption employed in India is generally basic in nature. At the outset, in between user and service provider, there are various mobile phone operators who happen to be part of the trust chain and as such, have to be trusted. A major security breach is possible if and when a gateway is attacked in the instance of roaming. Moreover, SMS encryption is easily decrypted by an intruder. SIM swap attack is another emerging danger faced by SMS-based OTPs [11] .
3) Service unavailability/Coverage areas:
SMS-based 2FA OTPs result in inconvenience to the users in the reception of incoming SMSs when they move outside the network coverage [35] .
4) Roaming Restrictions:
It is one of the significant shortcomings of SMS-based systems that a user travelling abroad faces restrictions and may www.ijacsa.thesai.org be deprived of availing SMS facility. Even if the services are available, users have to pay high roaming costs resulting in constraints on SMS services. When the roaming services are turned off, then banks will fail in SMS-OTP distribution to users, which leads to the conclusion that users are stopped from continuing any further processes. Roaming facility for global GSM mobile phones is not permitted in Kashmir. Moreover, pre-paid GSM connections in the valley can't benefit roaming facility in the rest of India, restricting customers stationed outside the state from availing net-banking services offered by banks [17] , [35] .
5) Government Regulatory Regulations
In critical emergency and sensitive conditions, the government of India has to follow some set of standard rules which involves blocking bulk SMS services thus affecting facilities provided by SMS-based authentication mechanisms [16] , [36] . In Kashmir, a similar situation was observed in the year 2010, when the government announced to block SMS service in Jammu & Kashmir. On June 30, 2010, SMS facility on mobile phones was snapped by the government, however, only after a short duration of 6 months, the SMS services were resumed on post-paid networks, but pre-paid network continued to face the ban. The ban on SMS services for prepaid subscribers which formed 70% customers to telecom companies were deprived of using the SMS service, and lastly, the ban was lifted after four years on May 20, 2014 4 .
Though user authentication is ensured by employing OTP when OTP generation is based on GSM, it is vulnerable to compromise [9] . Thus, a serious cost-effective solution and a secure authorisation mechanism which caters the much-needed convenience of customers without compromising on security aspect are required. To overcome all the short falls, devicedetails based two-way authentication mechanism needs to be developed; further improvements need to be achieved by considering SHA3, truncated SHA1 and RIPEMD-128 in place of SHA1 and MD5 and overcoming human ease of short-data entries as opposed to large length data.
B. Design Methodology
The proposed system is much more secure than the beforementioned approaches since it provides security and supports the performance with continued existence. The proposed system is cost-effective and ensures privacy, confidentiality, non-repudiation as it employs secure hash algorithms (SHA3 and truncated SHA1) which can produce One Time Passwords (OTPs) on Android environment thereby providing password security besides improved protection.
The proposed work makes use of SHA3, truncated SHA1 and RIPEMD128 as standard algorithms for generation of OneTime-Passwords (OTPs) from an initial germ with no dependence on GSM network. The hardware profiles (IMEI, IMSI and timestamp) and software profile (index number) 4 form the initial seed. Two random numbers "N' and "M' are generated which specify the number of SHA3 and RIPEMD128 iterations. A third coordinate, i.e. |N -M%N| determines the number of iterations of truncated SHA1. RIPEMD128 results in 128-bit data which is later collapsed into the 64-bit result. The 64-bit key may be converted into six words in a user readable format using FRC 1751. This system, however, does not employ any traditional encryption/decryption method. The proposed work is implemented on an Android platform using Java as a programming tool. The proposed work has been built and tested on Android which is gaining popularity among the users globally as compared to tablet PCs and other smart-phones. The Android market share is 87.7%, which is the highest than the market share of any mobile OS [37] . Thus, the proposed work is highly adoptable technically.
The principal objective of the proposed work is to design a model for OTP authentication. The whole process can efficiently be visualized with the help of modules which have been described as follows:
1) Registration Phase
The primary module in the proposed system comprises of the registration phase which is given in Fig. 2 . In this phase, the user registers or enrols for the proposed authentication system. The generation of a user interface on Android is followed by the formation of unique initial seed from the hardware profiles of the user (comprising of Timestamp, IMSI and IMEI) and the software profile (consisting of the index number). 392 | P a g e www.ijacsa.thesai.org
2) OTP Generation Phase
The next phase involves the generation of OTP for authentication purposes as illustrated in Fig. 3 . In this phase, a one-time-password that can be easily read by a human is generated on the user's mobile device. It begins with the user logging-in to the website of the service provider using a distinct username-password combination. Then, the server is allowed to compute the seed from the status as submitted by the user. This is followed by the transmission of a random challenge to the client by the server for computing OTP at his/her side. At the client side, this challenge is read and used for generating the final hash with the help of SHA-3. The output value of SHA-3 is input to truncated SHA1 whose output is in turn fed to RIPEMD128. Byte to word conversion is performed on the resulting output yielding a human-readable OTP.
3) OTP Authentication Phase
In this phase, the final authentication of the OTP generated is performed as shown in Fig. 4 . This is done by comparing the OTP generated at the client side and that at the server side. Only when the two match, the user is provided access to the online services by the service provider. 
IV. DESIGN IMPLEMENTATION
The implementation details have been highlighted in this section including the installations required. For writing the Android application, the requirements comprise of Java Development Kit (JDK), the Android SDK, an Editor or Eclipse (an Integrated Development Environment for Java) for making the development process easier. Besides, a plug-in is also required for Eclipse, i.e. Android Development Tools (ADT) for providing added support. The list of One-TimePasswords has been computed before-hand to enhance the efficiency and performance. This is done using SQLyog as the database management tool owing to the ease of use and automaticity it provides. www.ijacsa.thesai.org
A. Illustration of the Proposed System
The screenshots that follow illustrate the process of authentication of the user in a stepwise manner. Each of the steps that are involved has been described with the help of corresponding figures. These have been given as under:
a) Bank Employee Login:
At the server (bank) site, the employee who is privileged can log in to the system. The employees and their details, i.e. employee id and passkey are stored on the server. It is only the registered employee who can manage the customers/users who want to avail the online banking services. The login page of the employee appears as shown in Fig. 5 . After logging in successfully, the employee can open an account for the user or can credit amount. 
b) Open new account for user:
Only the registered employees can add the user"s account after obtaining the hardware/software profiles and other details of the user as shown in Fig. 6 . The authentication details of the user must be submitted manually by the users to the server (bank) which is considered as the most secure form of passing on the details. The hardware profiles constitute the IMSI (International Mobile Subscriber Identity), the IMEI (International Mobile Equipment Identity), the Timestamp and the software profile comprises of the Index number that uniquely identifies your application. These details are taken from the user"s device and are placed under System Info as shown in Fig. 7 . Even if the application is uninstalled on the device, the index number remains there with the server. It shall be flushed only if the user removes the application file (.apk) from his/her device. In that case, the user will have to request for the application from the server (bank) again and re-register his/her details manually. After registering, the user is provided with an account number to be used for accessing the online services. The details of all the users registered are stored at the server side. 
c) Credit amount:
Again, it is the employee who has the privilege to credit amount to any account which is shown in Fig. 8 below. 
d) User login page:
When provided with an account by the server (bank), a new user submits his/her login id and password to account for the first layer of authentication. The user must activate his/her account by logging in to his/her account at first. The login page for user appears as in Fig. 9 . www.ijacsa.thesai.org The server (bank) stores the login details of the users which comprises of the user id and the password. It is worth mentioning that it is the hash value of the password (shown in Fig. 10 ) that is stored rather than the password itself. This protects the system from various attacks such as stolen-verifier attack where it may be possible that the intruder gets access to the password file stored on the server. e) Sending current OTP to server: As soon as the user logs in, the server prompts the user (shown in Fig. 11 ) for the current OTP, the coordinate N (number of SHA3 iterations) and the coordinate M (number of RIPEMD128 iterations). The current OTP and the values of M, N are generated at the user device in "My OTP" as depicted in Fig. 12 . Every time the user taps "My OTP", a new set of OTP, M and N is produced. The OTP generated comprises of 6 human-readable words which provide increased user convenience. 395 | P a g e www.ijacsa.thesai.org 
f) Server challenge:
The next step in the authentication process consists of a challenge sent by the server to the user to validate the user by his/her response. In the challenge, the server sends the coordinates M and N to the user and asks it to generate the final OTP on his/her handheld device. The server challenge has been shown in Fig. 13 , and the generation of new/final OTP at client side has been illustrated in Fig. 14 . When the server receives the OTP from the client, it matches this OTP with the one generated at the server side. Only when the two matches, the server grants access privileges to the user, i.e. only when the user shall be allowed to transact from his account. The user when authenticated can access his banking services online. A user may transfer funds, view his/her account summary or change his/her password very conveniently. The account summary includes the date and time of transactions made from and to the user account. This can be seen from Fig. 15 . The server keeps a record of the transaction details of all the customers in its database.
g) List of One-time passwords:
The initial seed is formed by the concatenation of IMEI, IMSI, timestamp and index number. The values of SHA3 from 0-99 are pre-calculated to enhance efficiency. In this way, reliable and efficient One-Time-Passwords are generated which have been shown in Fig. 16 . www.ijacsa.thesai.org 
V. RESULTS AND ANALYSIS
The primary usage of the proposed system is that it can be utilized for an efficient identification of a legitimate member for having access rights to their privilege account. As the entire framework is based on the enhanced operation of One-Time Password (OTP) as well as updated cryptographic hash functions (SHA3, truncated SHA1) and RIPEMD128, so the system excels some of its security measures. It should be also known that although there are abundant micro stages of implementation of the system, the fundamental concept of the framework basically uses the trusted handheld devices as a medium to perform authentication procedure of the system. Underlying concepts of SHA3, truncated SHA1 and RIPEMD128 makes all the differences in the security incorporations that make the authentication more robust as compared to the standard techniques adopted so far. Therefore, this section discusses the performance analysis of the system using processing time as a parameter for performance evaluation.
A. Processing Time
An effective time required to process the complete OTP generation for performing the user authentication is termed as "processing time". The effectiveness of the system against mitigating common types of attack/intrusion from an illegitimate member and an effective processing time required to perform the procedure is the attribute of performance analysis.
The OTP generator is installed on 100 Android mobile phones from various vendors with varying hardware specifications for the evaluation of the processing time of the application which is defined with regard to our application as the time it takes for an OTP generator to create an OTP from the initial seed. The time it takes in OTP generation is dependent on the values of random numbers N and M. This is because these values specify how many times the hash functions SHA3, truncated SHA1 and RIPEMD128 are to be used. These hash functions are used for the calculation in which the values for N and M are randomly being taken by the OTP generator. This random feature in selection of coordinates lends credibility to our results. In Fig. 17 , it can be seen that irrespective of the hardware specification, it does not take more than 49 ms for the application to generate OTP. The results have been formulated using a timer. Furthermore, the average time it takes for a mobile to generate an OTP is 26.72 ms. Both the time calculations conform to the tolerable time thus proving the efficiency of the system. It is important to mention here that the correctness of the timer depends on the internal threads of the CPU; thus, to eradicate that factor influencing the final application throughput, the running application were stopped on all the test beds. Fig. 17 shows the final results accomplished while evaluating the system processing time. To emphasize on the user friendliness of the same by inclusion of Byte to word conversion, a survey was conducted where 40 users were asked randomly to key in the original 128 generated OTP to be entered as 32 digits. The analysis of the results shows that it takes on an average 30.185 seconds for the user to enter the same into his/her computer via keyboard. That is not all, 17.5% of the times an error occurred with it. Errors in keying the mobile generated OTP are shown by red rectangles in Fig. 18 . However, when the same users were asked to enter a OTP as a six-dictionary word, the average time taken by the user decreased to 11.87 seconds (as shown in Fig. 19) . Also, the occurrence of errors also diminished to 2.5 % which is extremely low as compared to the previous occurrence and thus shows the user-friendly attribute of the system. Therefore, the inclusion of Byte to Word mechanism is proven to be important while providing applicability from user perspective. www.ijacsa.thesai.org 
B. Security Analysis
The evaluation of security analysis critique lies in the efficient operation of the security functionality for performing secure transaction, for the considered application on financial institutions. The OTP authentication implemented makes use of OTP which is valid only for a single session and is generated with the help of strong mechanism performing concatenated cryptographic functions (SHA3, truncated SHA1 and RIPEMD128), which results in a system impossible to break until the quantum computing comes in picture. The proposed scheme can resist an off-line guessing attack because it uses strong passwords generated from strong hash functions. Also, it can protect the online transactions from replay attacks, key-loggers, shoulder surfing attacks, etc. Moreover, replaying reusable passwords are restricted by encoding passwords to be used one time.
While reviewing the base work, it was found that SHA-1 can be a potential security algorithm for mechanizing robust authentication system. However, it is not true as SHA-1 is also explored with multiple security incapability and reported attack evidences found in history. Therefore, the implementation has been carried out using SHA3 and truncated SHA1. SHA3 is designed to mitigate the security loopholes that SHA-0 or SHA-1 couldn"t afford to furnish in a secure and efficient authentication mechanism. Henceforth, SHA3 is adopted in our application taking into consideration the effectiveness in security for longer time (software lifetime). Moreover, the proposed security policy ensures better privacy and confidentiality by not permitting the server and the user to secretly create and exchange the authentication token in external communication environment. Therefore, the system considers the hardware profiles and associates the exclusive generation of one-time password with it, so that it cannot be replicated for other mobile devices for particular session usage. It is almost impossible for an attacker to have the possession of actual mobile device of a legitimate user along with the static password thus rendering the system secured. Furthermore, even if the attacker has the possession of the above credentials he/she again needs to switch ON the stolen mobile phone while keeping the SIM of legitimate user intact before he/she can start using the OTP generator. This will mean that his/her location is known, and he/she can be caught. The system can thus be seen as fool proof because of the employment of the multilayer security factor as illustrated.
The results show that the client can access the privilege account in fast track proving its compatibility in mobile devices too. The performance of the system is tested by installing the application in Android mobile device, which shows no significant changes in the service delivery. Hence, it can be said that a performance which is user-friendly and secure is recorded in this evaluation process. The performance of the system can be stated as better and secure as it has two inherent characteristics: 1) The OTP processing speed is acceptable; 2) using SHA-3, it is almost impossible to explore the message mapping with the pre-determined hash function.
VI. CONCLUSION AND FUTURE WORK
Authentication, as well as authorisation, plays an important role in securing transactions conducted on any communication network particularly over the cellular network. As observed from this study, a one-time-password authentication scheme needs to be developed on the mobile platform that provides security as well as performance in the long run. Various authentication schemes have been explored in this study which points out the vulnerabilities in the prevalent GSM-based systems. Thus, a unique password authentication mechanism is presented where the user generates OTPs on his/her mobile phone using its hardware and software profiles. For OTP generation, three hash functions, i.e. SHA-3, truncated SHA-1 and RIPE-MD128 are used which are concatenated with each other. However, the major limitation associated with the proposed scheme is that the mobile phone becomes the only point of failure in case it is stolen or lost or malfunctions. However, one method to overcome the limitation will be to design a backup procedure to restore its status after any untoward incident.
Further plans for the research undertaken include the extension of the authentication mechanism to other mobile phone platforms like Windows, Symbian, iOS, etc. There is a vast scope for researchers to make further enhancements in the solution proposed to have more security in their online transactions. This system has a large expanse in providing secure authentication and authorisation means in banking as well as other finance-based applications calling for higher security. The presented work makes use of two factors of authentication -something you know and something you have. In future, the other factor, i.e. something you are (biometrics), can be made use of to enhance the security further. Moreover, the performance analysis of the authentication system may be conducted based on user ergonomics as compared to prior systems.
